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Executive Summary

Bank of America: The company experienced several
instances in a single year (2006) in which unencrypted
data ﬁles were lost or stolen. In one instance, the bank
lost records for 1.2 million federal employees including records of United States Senators. Federal agencies
including the IRS continued to award the company
contracts for data processing and management services.
More than 60 percent of the 2006 contract dollars were
awarded without competition.

Companies with immediate past histories of shoddy
work and fraudulent practices are being rewarded with
billions of dollars in federal contracts. The data suggest
that the process by which the federal government currently spends $422 billion per year in taxpayer funds is
insufﬁcient to ensure that the American people receive
good quality for goods and services purchased for the
American people.

General Electric: Among other concerns, GE allegedly
sold the government faulty helicopter and airplane engine blades in 1999 and 2000. In August 2005, the same
year that the government decided to trust GE with the
better part of a $2.4 billion contract, the government
was forced to get a court order to retrieve documents
for its ongoing fraud case. In 2005 almost half of GE’s
federal contract dollars were awarded without competition.

The rapid increase of federally contracted dollars—100
percent since 2000—makes outsourcing the fastest
growing component of discretionary spending. The
government’s preference for using outside contractors
to provide goods and services makes careful scrutiny of
the process and the decisions more important than in
the past. At present, loose rules, lack of competition,
and limited accountability permit so-called ‘bad actors’
to receive contracts that put taxpayers and our money
These are just a few of the examples that illustrate how
at risk.
the current federal contracting system lacks accountFor this report, we reviewed hundreds of records and ability and appears to accept and, by default, reward
found numerous cases of contractors with question- bad behavior. Changes are necessary to stem the immeable performance or responsibility records receiving diate and consistent ﬂow of money to contractors that
contracts without competition or sufﬁcient time to de- do not act responsibly with taxpayer funds.
termine the extent of the problems identiﬁed. While
the report outlines speciﬁc contractor practices, it is as Changes must include:
much an indictment of the ﬂawed contracting process • increased disclosure of contract information.
as it is about any single company.
Increase the level of accountability by giving the

public access to the actual contracts, track records
The proﬁles included in this report illustrate how little
of companies, compliance records with relevant laws
consideration is given to past performance and conand regulations, and performance evaluations of the
tractor responsibility. None of the companies faced suswork completed.
pension or debarment from receiving contracts for the
incidents detailed in this report. The range of contracts • increased competition. Restore competition to the
shows the breadth of the problem and a sampling of the
vast majority of contracts. Sole-source awards should
companies involved. A few examples include:
take place only under exceptional circumstances
and should be subject to even greater scrutiny and
Fluor Corporation: Company executives were accused
transparency..
in 2000 of misusing federal contract dollars to buy luxury condos, a ﬁne art collection and a Mercedes-Benz • stronger rules to screen bad actors. Accountability
requires consequences for negligent or fraudulent
for the company president. The case settled in 2005.
behavior. Tighter rules should reward responsible
Less than a year later, Fluor Corporation’s contracts
contractors and hold non-responsible contractors
with the federal government increased by $1 billion;
accountable for their actions.
the value of the company’s non-competitively bid contracts rose from 5.7 percent to 43 percent. A signiﬁcant
portion of the contracts were for hurricane relief in the
Gulf coast.
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Introduction

mance or responsibility records including: (1) data
security ﬁrms that experienced serious data breaches;
(2) ﬁrms that defrauded the government; and, (3) ﬁrms
that failed to deliver on one contract only to be rewarded with another.

Even before our nation was a nation, political leaders
turned to private contractors to supply goods and services.1 However, the rapid growth in federal contracting in recent years brings greater scrutiny of both the
process and the players. Investigations into the actions
of contractors have uncovered a series of widely publicized scandals from $45 cases of soda for soldiers in Iraq
to $24 billion for Coast Guard boats that do not ﬂoat.
In August 2007, the Washington Post reported that
no-bid government contract awards tripled since 2000
and rose by $60 billion in the last year alone.2

The greater the reliance on outside contractors by the
federal government, the more the public needs assurance that the money is well spent. The following proﬁles strongly suggest that the federal contracting process is in need of signiﬁcant reform.
According to Bernd Schmitt, executive director of
Columbia University’s Center on Global Brand Leadership, when companies experience scandal, “the restoration process would require immediate and intense
crisis management.”4 In short, corporate malfeasance
requires signiﬁcant steps to counter any backlash from
their customers. This report suggests that these same
companies need not fear for their federal contracts.
Loose rules and the lack of competition allow these
bad actors to renew and receive new federal contracts
worth billions of dollars without appropriate scrutiny.
As a result, taxpayers may not be getting the value or
quality of goods and services they have a right to expect.

The current administration’s preference for privatizing
functions previously performed by government employees led to a 100 percent increase in the amount
spent by federal agencies on outside contractors since
2000. In FY 2006, the most recent year in which complete data is available, $422 billion dollars of taxpayer
funds were paid to more than 160,000 private contractors. The increase from 2000, approximately $197 billion, makes contracting the fastest growing component
of federal discretionary spending.3
Federal agencies that spend taxpayer funds directly are
required to open their books. This transparency allows
for accountability. Whether through internal audits or
as a result of Freedom of Information Act (FOIA) requests, the public has access to information to evaluate
and hold public agencies and public ofﬁcials responsible for the money spent and the goods and services
provided.

Federal agencies employing contractors must take speciﬁc steps to ensure that the actions and track records
of those vying for taxpayer funds are taken into account
in a fair but systematic way to avoid the waste, fraud
and abuse uncovered by recent high proﬁle scandals.
The incidents detailed here suggest that the lack of
competition or consideration of company performance
needlessly put taxpayers and their money at risk.

Work performed by private contractors affords the public far less protection. For example, contractors are not
currently covered by FOIA. Except for information
in the Federal Procurement Data System, the public
is therefore forced to rely on the integrity of the contracting process and the wisdom behind the choices
made when taxpayer funds are awarded to private companies.
The current process for handing out contracts does not
provide the public with conﬁdence in either the integrity or wisdom behind the decisions made to spend
billions of taxpayer dollars. This report highlights just
a few of the examples of federal contracts awarded to
companies with questionable immediate past perfor2

ing that contained over 1.2 million records of federal
employees, including the information of United States
Senators. The tapes reportedly contained information
on the accounts of the General Services Administration’s SmartPay charge card program—the equivalent
of a government issued credit card—which has more
than 2.1 million members.8 Bank of America was
widely criticized for its failure to use encrypted back
up tapes that would have protected the data from a security breach. It is still unknown whether any of the
lost tapes have actually compromised the accounts
of customers, but since only three of the four missing
tapes were recovered, the data on the fourth tape could
potentially still be accessed and abused.9 Following
the announcement of Bank of America’s data breach,
the Federal Deposit Insurance Corporation and three
other government agencies issued a press release that
set guidelines to require ﬁnancial institutions to notify
their members about “incidents of unauthorized access
to customer information that could result in substantial harm or inconvenience to the customer.”10

Part I: (Un)secure Data
Agencies in the federal government collect enormous
quantities of sensitive data. From the IRS to the Social Security Administration, the federal government
holds private information about every citizen. Digital
data storage makes it easier than in the past to gather
and manage data. Technology also enables hackers and
identity thieves to steal and use the data for their own
purposes.
The federal government has outsourced some data
management and hired companies to develop security
systems for in-house storage. The proﬁles below detail
how companies are awarded data security and data
management contracts—many without a competitive process—immediately following a serious breach.
These awards raise questions about whether the public
would have been better served by increased scrutiny
and an open bidding process that includes consideration of company performance.

In May 2005, a laptop was stolen from Bank of AmerBank of America
ica, which contained 18,000 records of Californian
consumers. The information was not encrypted. At the
Who they are
time it went missing, the laptop with the sensitive data
was not in possession of a bank employee, but rather, it
Bank of America is listed by the Federal Reserve as the was being held by an outside consultant who had been
second largest bank by assets in the United States. As hired to provide technical support. Bank of America
a commercial bank, its core services include “consumer declined to answer why the technical support was beand small business banking, credit cards, investment ing performed by a third party, rather than by a bank
banking, brokerage and asset management.”5 The com- employee.11
pany currently services over 33 million consumers in
5700 retail banking ofﬁces in 150 countries.6 In 2006, In September 2005, the company experienced its third
Bank of America’s total service revenue reached $74.2 data breach of the year. Bank of America lost another
billion, an increase of more than $17 billion compared laptop containing conﬁdential consumer information
to 2005. A majority of Bank of America revenue (over about “Visa Buxx” users. The laptop was stolen from
53 percent) is obtained from global consumer and small a third party service provider, including the names,
business banking interests; however, the second largest credit card numbers and other banking information of
source of revenue (32 percent) is under the category customers.12 The stolen laptop, again with data unenof global corporate and investment banking, which in- crypted, contained an undisclosed number of customer
cludes contracts with the federal government.7
records. It remains unknown how many, if any, of the
records were compromised by the incident. According
What they did
to the spokesperson for Bank of America, Diane Wagner, there were no signs of fraud detected; however, she
In 2005, Bank of America suffered three incidents noted that since the information on the laptop was not
where the security of their data was compromised.
encrypted, it would be easier for thieves to access.13
In February 2005 in Charlotte, NC, the location of the What they got
corporation’s headquarters, a backup tape went miss3

Business-to-government consultant Mark Amtower
predicted that Bank of America would have difﬁculty
rebuilding its relationship and renewing its federal
contracts: “The loss of the SmartPay information could
hurt Bank of America’s chances to renew its contract
with the government.”14 Despite Bank of America’s
record in 2005, the federal government continued to
reward the corporation largely with non-competitive
contracts to provide their expertise on ﬁnancial management matters and tax collection. Following the
multiple security mishaps, in 2006 Bank of America
received more than $3 million in federal contracts for
a variety of services including automatic data processing. While a relatively small amount by federal government standards, only 36.1 percent of those contracts
were awarded under a process of full and open competition.15 The company’s services were contracted by
a number of different government agencies including
the Internal Revenue Service and the US Treasury Financial Management Service.

cies like the Internal Revenue Service, the Bureau of
the Public Debt, the Transportation Security Administration and the Securities and Exchange Commission
utilize the company’s records to research public and
business information and legal news.
What they did
In March 2005, thieves hacked into a LexisNexis database and gained access to more than 32,000 private
records. The information accessed by the criminals included Social Security numbers, names, addresses and
drivers license information.19 One month later, the
company realized that approximately 280,000 additional records had been compromised during the previous incident; thus, the identities of a total of 310,000
people were endangered by the breach. According to
LexisNexis CEO, Kurt Sanford, the company took
immediate action to “notify individuals where [they]
found some indication that they might have some risk
of identity theft or fraud, even if the risk did not appear signiﬁcant.”20 He tried to assure the public that
LexisNexis’ products for fraud detection and identity
authentication are still useful and effective.21

A dip in stock prices immediately followed the Bank
of America data loss incidents. In March 2005, following the ﬁrst data loss, Bank of America’s stock dropped
6 percent. Then again in October 2005, following the
September incident, the stock dropped another 4.6
percent.16 It would appear shareholders were more discerning than the federal government.

On June 30, 2006, it was reported that two men were
arrested in connection with the March 2005 LexisNexis breach.22 The accused individuals ranged in age from
19 to 24 and claimed that they had created LexisNexis
accounts to look up the Social Security numbers and
other personal information of Hollywood celebrities. A
Reed Elsevier investigation veriﬁed that the database
was fraudulently breached over 59 times using the stolen passwords.23

LexisNexis
Who they are
LexisNexis has been a member of Reed Elsevier Group
since 1994. In 1973, the database originally known as
LEXIS, launched publicly as a legal research system
that offered full text searching of all Ohio and New
York state law cases.17 Since then, LexisNexis has
prided itself in being the leading provider of comprehensive business solutions to all industries, including
legal, risk management, corporate, government, law
enforcement, accounting and academic. LexisNexis
operates in over 100 different countries and employs
over 13,000 employees. It serves customers by making available over 5 billion searchable documents from
more than 32,000 legal, news and business sources via
the LexisNexis Internet database.18 LexisNexis offers
many of the same services to the federal government,
including automated news and data services, information retrieval and ADP telecommunications. Agen-

What they got
Following the breach in 2005, the company’s contracts
with the federal government increased both in number
and value. In 2005, the federal government awarded
the corporation $140 million in federal contracts for a
variety of goods and services including automatic data
processing services. In 2006, the company received
$183 million.24 Prior to the breach, in 2004 the company received ‘only’ $104 million dollars. Following the
incident the federal government rewarded LexisNexis
with approximately $80 million in additional work
including the purchase of automatic data processing
services. The Patent and Trademark Ofﬁce, the Army
and the IRS were some of the primary purchasers of
4

LexisNexis’ services.

tion, including their Social Security numbers and bank
account information, on a public Web site.29 According
to the company, Howard Nugent, a former employee in
Arizona, is responsible for the data leak. He reportedly accessed the sensitive information on a Honeywell
computer and then caused the “transmission of that
information”. After being notiﬁed of the breach, the
company had the page removed from the Internet and
assigned someone to monitor the Web site.30

Honeywell International
Who they are
Honeywell International was created after the merger
of two companies, Minneapolis Heat Regulatory Company and Honeywell Heating Specialty Company in
1927. After the merger of these two worldwide powerhouses, the Minneapolis-Honeywell Regulatory Company became one of the leading vendors of a variety of
products including high quality jeweled clocks, aeronautical equipment, computer systems, and security
systems. By 1998, Honeywell had established operations in 95 countries. In 1999 Honeywell merged with
Allied Signal and moved into its new headquarters in
Morristown, New Jersey. Allied Signal specialized in
aerospace, automotive and engineering products that
it developed for and supplied to private companies and
the government.25

What they got
Despite the company’s less than impressive track record, the federal government has consistently strengthened its ties to Honeywell International. In the months
following the data breach in February 2006, Honeywell
received more than 6000 federal contracts worth over
$2 billion for a variety of goods and services including automatic data processing services. The top federal
agencies that purchased services from the company
following the breach were the U.S. Army, Air Force,
NASA and Department of Energy. Only 43.2 percent
of those contracts were awarded under full and open
competition.31 The remaining contracts were awarded
outside the competitive process.

Honeywell’s services to the federal government in
2006 comprised over 15 percent of the company’s total proﬁts for the year. . In 2005, the company received
$2.3 billion in federal contracts placing them among
the top 20 federal contractors. Honeywell provides a
variety of products and services to the federal government, including the operation of government owned
facilities and the production of aircraft parts. The majority of Honeywell’s federal contracts are awarded by
the Army, the Department of Energy, the Airforce,
National Aeronautics and Space Administration and
the Defense Logistics Agency.26

ChoicePoint
Who they are
ChoicePoint Corporation is one of the leading providers of consumer information to government agencies
and the private sector since 1997.32 Last year, ChoicePoint’s total service revenue passed the $1 billion mark.
The majority of its revenue, nearly 44 percent comes
from services provided to the insurance industry. Not
far behind is the income from federal contracts.33 Due
to legislation like the 1974 Privacy Act, banning the
government from operating its own informational surveillance database, companies like ChoicePoint were
relied upon for the surveillance and personal information they provide to government and the private industry.34 In fact, since the company broke away from
its parent company, Equifax, in 1997 it has become
one of the leading information providers to the federal
government.35 ChoicePoint’s average revenue from
government contracts accounted for approximately
14.4 percent of its total service revenue in 2005 with
percentages increasing each year since becoming independent.

What they did
Honeywell International has had a number of run-ins
with the federal government over the years. In 2006,
the company was forced to pay $451 million to help
cleanup Onondaga Lake.27 The company has been
charged with at least 5 cases of misconduct in the last
16 years and settled additional cases involving misallocating labor charges on a contract, failing to properly
test electrical cables installed at a US Treasury facility,
and procurement and disclosure fraud.28
In February 2006, Honeywell International exposed
over 19,000 records of employee’s personal informa5

dling procedures that conformed to consumers’ privacy
rights and federal laws.43 ChoicePoint settled the case
What they did
for $10 million in civil penalties and $5 million in consumer rights redress, which according to the FTC, is
In February 2005, 163,000 ChoicePoint client re- “the largest civil penalty in FTC history”. The settlecords including names, addresses, and Social Security ment also requires ChoicePoint to verify the identity
numbers were breached by criminals who presented of businesses handling consumer reports, to establish
themselves as legitimate businessmen. The crimi- reasonable procedures to ensure that consumer rights
nals reportedly used the stolen information in at least are protected, to undergo an independent audit every
800 identity theft scams.37 Immediately following the two years and to submit to increased oversight by the
breach, ChoicePoint was advised by law enforcement FTC.44
ofﬁcials to notify all the individuals in the state of California about the breach because the California Civil Immediately following the February 2005 security
Code, enacted in 2003, requires “any company that breach, the company suffered a nearly $10 decline in
owns or licenses computerized data, [to] disclose any the price of their shares.
breach of the security of the system following discovery
or notiﬁcation of the breach... to any resident of Cali- What they got
fornia.”38 The federal government has a similar rule for
its own data systems but does not extend the notiﬁ- Agencies like the Internal Revenue Service, the U.S.
cation requirements to cases that involve outside data Army, the Bureau of Citizenship and Immigration and
brokers and third party processors.39 Ironically, Choice- other Ofﬁces, Boards and Divisions (including the
Point cited the Federal government’s lenient standard Attorney General) employ ChoicePoint to perform
to boast on its website that the company exceeded fed- a signiﬁcant number of professional services includeral requirements in responding to the breach. They ing automatic data collecting and processing. In 2000,
omitted any mention of the California requirement.40 ChoicePoint’s federal contracts amounted to a little
more than $7 million. In 2005, the federal government
The public announcement informing customers about awarded over $65 million in contracts the majority of
the lost information was made in February of 2005. them after the February incident. At the same time,
This important notiﬁcation came 4 months after the the percentage of competitive contracts has decreased.
company ﬁrst learned about the breach preventing the In 2000, 97.3 percent of ChoicePoint’s contracts were
affected customers from mitigating the damage.41
awarded under a system of full and open competition. By 2005, only 31.7 percent of the contracts were
Complicating matters is that this was not the ﬁrst time awarded after a competitive bidding process.45
the company experienced this particular type of inﬁltration. In 2002, two thieves tapped ChoicePoint’s In 2006, just one year after the widely publicized scanconsumer information database after posing as legiti- dal, not much had changed. ChoicePoint continued its
mate businessmen. The thieves made between 7,000 relationships with federal agencies including the Ofand 10,000 inquiries on the personal information of ﬁce of Personnel and Management, the U.S. Army, the
consumers and used some of the stolen identities to Federal Bureau of Investigation and the Internal Revcommit over $1 million worth of fraud. This discovery enue Service.46 Less than a third of these contracts (apcame as a surprise to the public that had been under proximately 29 percent) were awarded under a system
the impression that the 2005 breach was “the ﬁrst of its of full and open competition.
kind”. In fact, during the 2005 incident ChoicePoint
CEO Derek Smith had afﬁrmed in an interview with
The Associated Press that the company “had never
been victimized by this kind of criminal breach before.”42
The Federal Trade Commission (FTC) charged ChoicePoint with a failure to uphold security and record-han6

Part II : Dollars After Defrauding

these excess meals was allowable, since their contract
did not specify a billing methodology. Later in 2004
The federal government continues to work with con- KBR reached an agreement with the Army Materiel
tractors who commit fraud with taxpayer dollars. Con- Command in which the Army withheld $55 million of
49
tractors who inﬂate bills or use public funds for per- allegedly fraudulent charges.
sonal use are far too often allowed to pay a relatively
In 2003, KBR was accused of overcharging the U.S.
small ﬁne and receive new contract awards.
government for fuel in Iraq. That year, the federal govThe renewal, extension or awarding of new of contracts ernment awarded KBR’s parent company Halliburton
to companies that defraud the government is not cur- the $7 billion Restore Iraqi Oil (RIO) contract. KBR
was then tasked with providing oil to Iraq. An invesrently in violation of any policy or protocol.
tigation by the DCAA found that in December 2003
As the following proﬁles suggest there is little account- that KBR had overcharged the government roughly
ability for primary contractors or incentive to ensure $61 million for fuel imported into Iraq from Kuwait.
subcontractors are responsibly spending the money KBR charged $2.27 a gallon for unleaded gasoline from
they receive to provide goods and services to the fed- Kuwait, about a dollar per gallon more than another
contractor charged for oil from Turkey which had to
eral government.
be transported over a greater distance.50 The suspected
$61 million overcharge led the Pentagon to launch an
Kellogg, Brown, and Root
investigation to examine accusations of fraud. By 2006,
the DCAA had identiﬁed approximately $279 million
Who they are
in unsupported and questionable expenses. That year,
Kellogg, Brown, and Root (KBR) is an engineering and the Department of Defense held back $10 million in
construction company formed in 1998 when Hallibur- payments to the company.
ton purchased Dresser Industries. Dresser’s construction
subsidiary, M.W. Kellogg merged with Halliburton’s What they got
construction subsidiary to form what has now become
the largest contractor for the U.S. Army, a top-ten con- In 2005, shortly after negotiating a settlement on alletractor for the Department of Defense, and the world’s gations of overcharging, the Army contracted for nearlargest defense services provider.47 KBR was a Halli- ly $5 billion with Halliburton and its subsidiary KBR
burton subsidiary until April 5 2007, when it broke ties largely to provide logistics support to U.S. troops. The
contracts—57 percent awarded without open competiwith Halliburton and became independent.
tion — amount to an increase of $1 billion over the
company’s 2004 contract.
What they did
On January 19, 2004, in the midst of the dispute around
fuel prices, the government awarded Halliburton and
KBR a follow-up to the RIO contract to provide oil to
Iraq. Ironically, announcement of the new RIO contract came on the same day that the Defense Department’s inspector general referred accusations of fraud
to its Criminal Investigative Services Unit.51

Since 2000, KBR has been accused of defrauding the
government on four separate occasions. Three of the
complaints resulted in ﬁnancial penalties to KBR and
one is pending. The largest of these instances involved
excessive charges in 2004 in KBR-run dining facilities in Iraq and Kuwait. Normally, KBR’s subcontractors charge a ﬁxed meal cost using statistics like camp
population and billeting records to estimate the number of meals served. However, according to the Defense
Contract Audit Agency (DCAA), KBR’s subcontractors were billing for up to 36 percent more meals than
were actually served. Initially, the government withheld approximately $176 million until KBR could
provide supporting data.48 KBR argued that billing for

The Fluor Corporation
Who they are
The Fluor Corporation is one of the world’s largest engineering, construction, procurement and maintenance
7

corporations. Founded in 1912, it grew throughout the
20th century, becoming a major international player in
construction, notably construction in the natural resources industry. Fluor Corporation has a long history
as a U.S. government contractor. In the early 1950’s
Fluor Corporation began contracting with the government to build major facilities ranging from nuclear
power plants to air force bases.

ecution of the lawsuit and the Department of Energy’s
Ofﬁce of Inspector General, the Defense Criminal Investigative Service, the Army Criminal Investigative
Command, the Department of Transportation’s Ofﬁce
of Inspector General and the Defense Contract Audit
Agency all became involved in the investigation and
litigation. The company settled the lawsuit for $8.2
million later in 2001.

Today, Fluor Corporation is a major government contractor reaping $2.6 billion from government contracts
in 2006, placing them among the top 20 federal contractors. Unlike KBR, Fluor Corporation contracts
come largely from the Federal Emergency Management Agency (FEMA) and the Department of Energy.
Fluor Corporation received contracts worth more than
$1 billion for recovery assistance after Hurricane Katrina.52 The Department of Energy relies heavily on
Fluor Corporation for cleanup of radioactive and other
dangerous chemicals.

What they got
Fluor Corporation’s relationship with the federal government showed no visible signs of strain as a result of
these two incidents. In 2006, the year following the
$55 million settlement, the company’s total government contracts increased by about $1 billion, largely as
a result of contracts awarded to the company for recovery efforts after Hurricane Katrina. Contracts awarded
outside a competitive process jumped dramatically from
5.7 percent in 2005 to 43 percent in 2006.

What they did

In 2002, following the $8.2 million settlement, the federal government awarded Fluor Corporation $1.1 bilFluor Corporation has settled several cases of govern- lion in contracts, a 10 percent increase over the year
ment fraud in the past ten years. In March 2000 a former before.55
employee ﬁled a lawsuit against the company under the
False Claims Act. The employee claimed that the company had improperly used a ﬁctitious entity to recover
costs from the government. Among the alleged wrongful expenses were multi-million dollar bonuses paid to
management, $10 million for build facilities that Fluor
leased to other companies, and money for luxury condos, a ﬁne art collection, and a Mercedes Benz convertible for the company president.53 Following a Justice
Department investigation, Fluor ﬁnally agreed to settle
the suit in 2005, paying $12.5 million.
In a separate incident, Patrick Hoefer, the company’s
former director of Government Financial Compliance, accused Fluor Corporation in 2001 of knowingly
submitting millions of dollars in false invoices in the
mid-1990s. The complaint involved a former division
of Fluor entitled the Technology Operation Company
(TOC). Under the terms of its federal contracts, Fluor
ought to have distributed TOC’s overhead costs equally among its many contracts. The federal government
should have been responsible for no more than 10 percent of the costs. Instead, Fluor charged the vast majority of TOC’s overhead to the federal government.
54
Eventually, the federal government took over pros8

GE rushed to produce engine blades in 1999 and 2000.
The problems laid out in the complaint included assertions that the stepped up production led to thousands
of cracked engine blades. Even very small cracks in an
engine blade can, when exposed to intense heat and
pressure, cause a blade to break off. That, in turn, could
set off a chain reaction leading to engine failure and
metal fragments slicing into the fuselage.59 The suit details company attempts to bury evidence of the defects
by coating the blades.60 The government launched a
criminal investigation in November of 2000. GE settled the case for $11.5 million in July of 2006.

Part III: Rewarding Poor
Performance

A contractor’s past performance is supposed to be
considered when renewing, extending or awarding
new contracts, according to the Federal Acquisition
Regulation.56 Companies that cut corners or engage
in negligent practices must be held accountable and
that includes a contractor’s ability to receive future
contracts. The consequences can be quite serious. Delivering faulty equipment or failing to test equipment
puts individuals at risk and, in the cases proﬁled below,
In 1995, GE settled a suit that alleged that several
threatens our national security.
thousand GE jet engines sold to the military did not
The following proﬁles suggest that past performance comply with military electrical bonding and electromay not be given high priority when determining magnetic testing requirements. Proper electrical bonding resistance levels protect aircraft from electromagawards.
netic interference that can harm the performance of
electronic equipment. The lawsuit, ﬁled in December
General Electric
1993, claimed that GE delivered the engines to the
military knowing that certain electronics did not meet
Who they are
the bonding requirements. Fortunately, no aircraft were
General Electric (GE) is a Fortune 500 company that is found to be unsafe but the Air Force did ﬁnd that some
consistently listed among the 10 largest corporations in engine components exceeded bonding speciﬁcations.
the world. GE has grown, in part, through mergers with GE agreed to settle the suit for $7.1 million rather than
other corporations. Currently, it produces and markets go to trial.
products and services ranging from refrigerators to jet
engines. GE made $163 billion in revenue in 2006, What they got
more than $20 billion in proﬁts.57
GE’s government business did not skip a beat during
In 2006, GE had about $1.6 billion worth of contracts or immediately following either incident. In 1996, the
with the government (responsible for about 1 percent year after GE settled the electrical bonding case, GE
of its income). The majority of GE’s contracts are for produced the engine for the Navy’s new F/A 18 Super
gas turbines and jet engines, for which GE had approxi- Hornet and overall sales volume for military engines
61
mately $1 billion worth of contracts in 2006, placing increased substantially.
them among the top twenty federal contractors.58 The
remainder comes largely from support services and In August 2005, at the same time GE was defending
medical equipment like X-Ray machines. A majority the company’s production of faulty engine blades, the
of GE’s government contracts are with the Department federal government awarded GE the majority of a $2.4
of Defense. The company holds smaller contracts with billion contract to develop its F136 engine as an alter62
other agencies such as the Department of Veterans Af- nate engine for the new Joint Strike Fighter aircraft.
While negotiations were proceeding on the new confairs.
tract, government investigators had to obtain a search
warrant to gain access to GE’s ofﬁces for information
What they did
regarding the earlier contract for helicopter and engine
63
GE allegedly sold the U.S. military defective helicopter blades.
and airplane engine blades. Allegations included problems with the casting and testing of the blades. Sev- While the government had ample reason to question
eral former GE employees ﬁled a lawsuit alleging that the contractor’s actions, the difﬁculties were appar9

ently insufﬁcient to force full competition. Forty-six
percent of GE’s government contracts that year were What they got
not competitively bid.
Despite ten cases of misconduct involving the compaRaytheon
ny and its subsidiaries in the ﬁve year period between
1995 and 2000 including the ones proﬁled above, in
Who they are
2001 more than half of the government contracts with
Raytheon (approximately 56 percent) were awarded
Raytheon is a large military contractor based in outside of open competition.
Waltham, Massachusetts. It was founded in 1922 and
has a history of producing a diverse array of electronic In 2001, after the radar settlement, Raytheon sold over
devices. In the mid-1990s, Raytheon expanded its de- $100 million worth of radar equipment to the military
fense segment with the acquisition of the defense busi- Net sales to the government remained steady at $16.9
nesses of E-systems and Texas Instruments. Raytheon billion in 2001.70
also acquired the aerospace and defense business of
Hughes Aircraft, which included a variety of product Northrop Grumman
lines, including the former General Dynamics missile
business.
Who they are
Today, Raytheon has about 73,000 employees, and annual revenues of about $20 billion.64 Raytheon relies
mainly on its military contracting, which provides more
than 80 percent of its revenue (in 2006 Raytheon’s net
sales to the U.S. government were about $17 billion).65
The company is among the top ten federal contractors.
Raytheon sells a variety of products and services to the
government, ranging from missiles and missile defense
systems, to network systems, to intelligence systems.

Northrop Grumman is a large aerospace and defense
conglomerate that was created as after the 1994 purchase of Grumman Aerospace by Northrop Aircraft.
Since this takeover, Northrop Grumman has bought
several other defense-related companies, including
ship-builders Litton Industries and Newport News
Shipbuilders as well as several electronic and computer
companies, including Westinghouse Electronic Systems.

What they did

The company made about $30 billion in revenue in
2006, of which about 85 percent resulted from sales
In 2000, Raytheon’s subsidiary, Hughes Aircraft, ad- and business with U.S. government and places them
mitted under the Department of Defense voluntary among the top ten federal contractors.71 Northrop sells
disclosure program that they had not performed accep- a variety of products to the Department of Defense, the
tance and performance tests on components used in ra- most notable of which are missile systems, aerospace
dar systems on F-14 and F-15 aircraft required by their systems, electronics and ships.
contract.66 A related investigation determined that
Hughes Aircraft inﬂated the number of labor hours What they did
that they billed to the government. Raytheon settled
these two cases for about $2 million.67
Since 1995, Northrop Grumman has had to answer for
21 instances of misconduct pertaining to federal conThis was not the ﬁrst time that Raytheon failed to per- tracts. The misconduct involves a variety of problems
form required testing or had serious billing disputes. In including installation of substandard parts, overcharg1996 Raytheon settled a case involving a failure to per- ing the government, and unfair labor practices.72
form required tests on advanced electronic equipment,
including radar units for military aircraft, missile guid- In 2003 Northrop Grumman settled cases for allegedly
ance units, and delicate tracking equipment.68 And defective unmanned aerial vehicles known as target
in 1993, Hughes Aircraft was convicted of conspiring drones sold to the Navy from the late 1980s through
to defraud the government by knowingly producing the early 1990s. In a False Claims Act suit, the govequipment that had not been tested properly.69
ernment asserted that the quality assurance programs
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for the drones failed to meet military speciﬁcations
and that drones bought though eight separate contracts with the Navy contained defective parts. The
suit stated that Northrop Grumman was aware of the
problems.73 The government alleged that the drones
experienced major failures during operations due to defective parts. Northrop Grumman settled the case for
$20 million.
In a 2000 case, two former Northrop Grumman employees alleged that Northrop Grumman did not properly manufacture more than 5,000 replacement parts
it made for military aircraft, thus violating a 1992
contract. The contract with the Air Force required
Northrop Grumman to convert commercial planes to
military use. As part of this contract, Northrop was required to calibrate certain ovens it used to treat aluminum replacement parts for strength and ﬂexibility.74
According to the government, Northrop Grumman
failed to calibrate and maintain the ovens from March
1993 until October 1995. This failure was documented
in internal reports in 1994. The company did not act
to correct the problem until 1995. Fortunately, the reduced strength and ﬂexibility did not compromise the
safety of the aircraft. That likely accounted for the relatively modest settlement of $750,000. However, since
the company did not perform the tests on the substandard parts, Northrop Grumman had no way of knowing
if the equipment was safe and functional.
What they got
Within a year after the $20 million settlement in the
case of the defective drones in 2003, Northrop Grumman increased the value of the company’s government
contracts by more than $1 billion dollars. Putting aside
the concerns of the just signed settlement, the amount
awarded to the company in full and open competition dropped from 54 percent in 2003 to 42 percent in
2004.
In March, 2005, less than a year and a half after the
target drone settlement, the Navy awarded Northrop
Grumman a $24 million dollar contract for BQM-74
Chukar target drones—the same type of drones that
experienced failures due to defective parts Northrop
Grumman installed.75 This contract was awarded without competitive bidding.
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The value of Northrop Grumman’s contracts with the
federal government has ﬂuctuated since 2000. The
largest increase—almost $4 billion — came in 2001
shortly after the company settled the case involving
the 5,000 defective parts.76

Conclusions &
Recommendations

OMB Watch should serve as a model for the administration with some additional information such as
publication of the actual contracts, track records and
evaluation of work completed by the contractor.

Increasing reliance by the federal government on
outside contractors requires that more attention
than ever be paid to the process and choices made
in awarding federal contracts. The proﬁles in this report add to the mounting evidence that serious problems exist in the way the federal government awards
contracts and that bad choices have serious consequences that potentially impact the lives, safety and
security of all Americans.

Increase competition. Existing rules allow for far too
many contracts to sidestep a competitive review process. Currently, 40 percent of contracts are awarded
without a competitive process. There are certainly
situations in which competition may not be possible
such as legitimate emergencies or a lack of respondents to a contracting request but noncompetitive
contract awards should be rare. Instead they are
routine. Rules must be changed to ensure that there
is meaningful competition for the vast majority of
awards. Too many contracts are designed in ways
that minimize competition. For example, federal
proposals that bundle together a large series of deliverables yield super-sized contracts that limit the ability of small businesses, women and minority owned
businesses to compete.

Unfortunately, loose rules and a lack of accountability have afforded companies with questionable track
records—arguably violations of the Federal Acquisition Regulations—to receive federal contracts without undergoing the rigorous review involved in a
competitive process. As a result, tax dollars may be
wasted and individuals may be harmed. In the private
sector, shareholders have proven themselves willing
to punish sloppy, inept or illegal behavior practiced
by companies. The federal government should be no
less vigilant. They should not ignore such behavior
and practices when purchasing goods and services
for the American people.

Stepped up rules to screen bad actors. Current
rules require contract ofﬁcers to consider the track
records of companies vying for federal dollars, but
the guidelines are extremely weak and very subjective. The public should not reward negligent, inept
or illegal behavior by granting these companies millions in federal contracts without assurances that the
work will be done in a satisfactory and professional
manner. We must be very cautious about granting
companies who experience serious data breaches to
protect sensitive data. We must also consider tighter
rules to restrict companies that defraud the government or fail to deliver on existing contracts from receiving new contracts. These ‘bad actors’ should face
suspension from receiving federal contracts.

The evidence presents a case that calls for signiﬁcant reform. The federal contracting process, in its
current state, does not have effective safeguards to
ensure that taxpayers are receiving quality services.
Recommendations
There are a series of steps that can be taken by federal agencies when contracting out for goods and services. The following policy recommendations represent just a few of the numerous changes necessary to
restore integrity to the contracting process.

The people involved in the contracting process have
come to expect the renewal of federal contracts regardless of the quality of work delivered. But contracting dollars are not entitlements. In the rush to
outsource, agencies and the companies with which
they work have forgotten that fact. The solution to
the abuses detailed in this report is to restore true
competition and accountability to the federal contracting process.

Increase disclosure of contract information. For
the public to have a complete picture of the process
and the decisions made, the administration should
create a fully searchable, publicly accessible online
database of federal contracts. Last year Congress
passed legislation to require the creation of such a
database. To date, the database is not operational. A
database developed by the private nonproﬁt group
12
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